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Cybersecurity 
Mesh

across – Centers of Data
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Forward-Looking Statements
This presentation contains forward-looking statements within the meaning of Section 27A of the Securities Act of 1933, as amended, and Section 21E of the Securities Exchange Act 
of 1934, as amended, which statements involve substantial risks and uncertainties. Except for historical information contained herein, all statements could be deemed forward-
looking statements, including, without limitation, Juniper Networks’ views concerning our business, economic and market outlook; our expectations with respect to market trends; 
our product development; the strength of certain use-cases and customer segments; the introduction of future products; the strength of our solution portfolio; the timing of recovery 
from COVID-19 on customer demand and resolution of supply challenges; and overall future prospects.

Actual results or events could differ materially from those anticipated in those forward-looking statements as a result of several factors, including: general economic and political 
conditions globally or regionally; the duration of the effects of the COVID-19 pandemic; business and economic conditions in the networking industry; changes in the financial 
stability of and overall technology spending by our customers; the network capacity requirements of our customers and, in particular, cloud and communication service providers; the 
timing of orders and their fulfillment; manufacturing and supply chain constraints, changes or disruptions in our business operations caused by, among other things, armed conflicts, 
cyberwarfare, political tensions, natural disasters and climate change; availability of product components; delays in scheduled product availability; adoption of regulations or 
standards affecting Juniper Networks’ products, services or the networking industry; the impact of inflationary pressures; executive orders, tariffs, governmental sanctions, changes 
in laws or regulations and accounting rules, or interpretations thereof; and other factors listed in Juniper Networks’ most recent reports on Form 10-Q and 10-K filed with the 
Securities and Exchange Commission. These forward-looking statements are not guarantees of future performance and speak only as of the date of this presentation. Juniper 
Networks undertakes no obligation to update the information in this presentation in the event facts or circumstances subsequently change.

Statement of Product Direction. Juniper Networks may disclose information related to development and plans for future products, features or enhancements, known as a Plan of 
Record (“POR”).  These details provided are based on Juniper’s current development efforts and plans. These development efforts and plans are subject to change at Juniper’s sole 
discretion, without notice.  Except as may be set forth in definitive agreements, Juniper Networks provides no assurances and assumes no responsibility to introduce products, 
features or enhancements described in this presentation.  Purchasing decisions by third-parties should not be based on this POR and no purchases are contingent upon Juniper 
Networks delivering any feature or functionality depicted in this presentation.

Company Logos. Juniper Networks, the Juniper Networks logo, Juniper, Junos, and Mist AI are registered trademarks of Juniper Networks, Inc. and/or its affiliates in the United 
States and other countries. Other names and/or logos may be trademarks of their respective owners, and Juniper Networks’ use hereof does not imply an affiliation with, or 
endorsement by, the owners of these trademarks or logos.
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Too much 
to do
• Meet w ith CIO and stakeholders

• Nail dow n third-party risk

• Manage GDPR program w ith privacy office

• Respond to questions from state auditors

• Update CEO for board meeting

• Update budget projections

• Write security language for vendor's contract

• Make progress on the never-ending identity project

• Review  and updated project list

• Edit communication calendar

• Update risk rankings on security roadmap

• Clarify policies governing external storage devices

• Provide testing and encryption tool direction

• Provide data handling best practices

• Help w ith new  acquisition

• Meet w ith senior project manager

• Send new  best practices to development teams

• Review  logs for fraud ongoing investigation

• Help w ith insider threat discovery

• Determine location of sensitive data in the cloud

• Investigate possible infection on legacy system

• Continue pen testing of new  business mobile app

• Help architects understand zero-trust

• Answer security policy emails

• Format security status report for executives

• Meet w ith recruiter to discuss staffing

• Write test plan requirements for new  products

• Meet regarding improving security of facilities

Too many
vendors

Too much
complexity

Too many
alerts

Traditional security can’t keep pace

Identity 
and Access 
Management

Data 
Security

Application 
Security

Network 
Security

Endpoint 
Security

Too many silos
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Digital transformation is accelerating

Data
Shared resource for 
advanced analytics 
and AI

Infrastructure
Distributed across 
hybrid multi-cloud 
environments

Applications
Modular, containerized, 
and shifting to SaaS
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Router

Firewall

VPN

Proxy

Today Centralized Services

Few Large Central Data Centers

“Fat” and Compute Heavy Infrastructure

Large Modular Full Rack Systems

Scale based on chassis-based systems

Tomorrow Distributed Services

Many Distributed Data Centers at Edge

“Thin”, Lightweight Enforcement Endpoints

High performance fixed-form factor systems

Scale-out modular systems on-demand

Architectures Evolving
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Your data centre 
is evolving to 
centres of data

Improved User Experience Data Sovereignty Compliance Better Cost Control
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…resulting in more operational challenges 
From securing an increasing quantity of distributed centers of data 

More locations to 
secure, but same 

amount of security staff

Human errors such as 
misconfiguration and 
outdated signature 

database

Scale & 
Performance 

limitation with 
existing architecture

Management 
complexity grows 
exponentially with 
existing scale out 

model
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Increasing security risks
Due to operational complexity and architectural blind spots

Data 
Breaches

Financial 
Loss

Regulatory 
Penalty

Stanford Research: 88% Of Data Breaches 
Are Caused By Human Error

The Global Average Cost of a Data Breach: 
$4.45 million

SEC Sets 4-Day Deadline for Public Companies 
to Report Data Breaches
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Cybersecurity Mesh
Juniper Connected Security

The 
Threat-Aware 

Network

Applications Data

UsersInfrastructure

NETWORK SECURITY

Securing every point of connection to safeguard 
USERS, DATA and INFRASTRUCTURE  

https://www.gartner.com/en/information-technology/glossary/cybersecurity-mesh
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Distributed Services Architecture
Cybersecurity Mesh Architecture

From Data Center to Centers of Data. 
From Firewall to Firewalling Your Network.

Virtual or Compact 
High-Performance Firewalls 

AI-Predictive Threat Prevention
Automation

Operationalize Security
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Easily extensible to wherever data resides Cost effectively to enhance system resilience

Operate as simple as managing 1 firewall

Full visibility across the network

Evolve from firewall to firewalling your network
Reimagine your data center security architecture

Fast and Secure, no compromise

AI-predictive threat prevention

PAYG w/ easy stackable security servicesLeverage existing devices
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Management Experience First.
Zero Trust Single Policy Framework & Unified Visibility

SECURITY DIRECTOR CLOUD

Zero Trust 
Single Policy 
Framework

Unified 
Visibility
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Users and Devices are Everywhere.
Secure Access Anywhere

Secure Service  Edge 
(SSE/SASE)

Operationalize Transition from 
On-Premises to Cloud-Delivered 

SECURITY DIRECTOR CLOUD

Zero Trust 
Single Policy 
Framework

Unified 
Visibility
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Data also resides everywhere.
Policy that follows the user, device and data anywhere.

Secure Service  Edge 
(SSE/SASE)

Operationalize Transition from 
On-Premises to Cloud-Delivered 

Distributed Services         
Architecture

Operationalize Transition from 
Data Center to Centers of Data

SECURITY DIRECTOR CLOUD

Zero Trust 
Single Policy 
Framework

Unified 
Visibility
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Zero Trust Data Center and Cloud
Securing Your Centers of Data

Management and Orchestration

Security Director

SRX 5K/4K 1
AppSec 

IPS

IPSEC

SecIntel

ATP 

DC WAN Gateway         
Public Cloud4

vSRX vSRX Juniper Networks
Cloud Workload 

Protection

cSRX

AppSec 

IPS

IPSEC

SecIntel

ATP 

2

DC Interconnect/Cloud Connect 

JCWP

vSRX

MX SPC3

cSRX

AppSec IPS

IPSEC SecIntel

ATP 

3 Intra-DC

vSRX Juniper Networks
Cloud Workload Protection

Application Infrastructure
Virtual Machines | Containers | Kubernetes 

cSRX
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Automatically generate custom 
signatures that are tuned to the 

customer’s environment

Prevent web attacks & provide more 
control with 200+ categories and 

200+ languages support

Even more customizable 
web filtering

AI-generated 
custom signatures

AI-Predictive Threat Prevention
Speed and Security. No Need to Compromise.

Proxy-less design with AI to 
detect threats – can render 
verdict before receiving the 

entire file

Even more effective  
malware prevention at 

line rate
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Benefits of Cybersecurity Mesh

Extending visibility and 
control to hybrid 
workforces and 
environments

Reduce complexity by 
consolidating vendors 
& technologies into a 

well-integrated central 
control point

Create policies once and 
apply them anywhere 

reducing misconfiguration 
& security gaps

Take the pain out of 
adopting new 
architectures

See & control 
everything

Reduce  costsEffective security Work smarter
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Jose Flores – Lead Security Specialist – josef@juniper.net
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