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[pau.cutrina@cern.ch]$ whoami

» Coordino la respuesta de incidentes del
grid de computacion del CERN

* 611 organizaciones de 42 paises con
+1M CPUs y 1EB storage

- Contribuyo activamente a la investigacion y
persecucion de criminales

* Mi objetivo es posicionar a RedClara en el
centro de la red de inteligencia global




Operation Windigo (Ebury
WLCG fue la principal OPERATION

victima durante 3+ anos

WINDIGO

) +1 .500 organ izaCioneS de The vivisection of a large Linux server-side
educaCK,)n e InveStlgaCK,)n credential stealing malware campaign

Key Findings
* TheWindigo operation has been ongoing since at least 2011

User logs into |
A 2§f;2$?;.2‘::!;:’£; * More thaff25,000 unique servers have been compromised jp the last two years
Install LlnuxlCdorked

to redirect web traffic |

» Awide range of operating system have been compromised by the attackers; Apple OS X,
| OpenBSD, FreeBSD, Microsoft Windows (through Cygwin) and Linux, including Linux
- ****—®—’ — wes —@— 71 on the ARM architecture r
Windige operator nstal L Ebury egps & F 1O 1 » Malicious modules used in Operation Windigo are designed to be portable. The spam-sending '
G module has been seen running on all kinds of operating systems while the SSH backdoor has been ,
Linux/Ebury exfiltration < . .
ﬁ ﬁ %— f witnessed both on Linux and FreeBSD servers P
> Reverse proxy
spam-eaeonsseces (] — | « Well known organizations including cPanel and Linux Foundation fell victim of this operation i
Install Perl/Calfbot
W cocmaesiscemvuser 7y :‘_ » Windigo is responsible for sending an average @ 35 million spam messages on a daily basis
e InstallLlnux/Onimiki‘ ‘(— | ) . _— _—
iy L, Donothing —— | i » More than 700 web servers are currently redirecting visitors to malicious content
Infected with
= « Over half a million visitors to legitimate websites hosted on servers compromised by Windigo

Infected with
Linux/Cdorked

Infected with
Perl/Calfbot
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CERN SOC

Zeek (Bro)
Auditbeat
Packetbeat
System logs
DNS legs
Single Sign On logs
Active Directory / Krb
Automatic scan results
Webhole logs
Honeypot logs
Microsoft 365 logs
Google Workspace

\

Sources of data

y,

Data ingestion

Flume
parse &
normalize

Data processing Storage and visualisation Incident response
Malware Information Sharing Platform
Intelligence framework SIEM Endpoint
Batch & custom jobs malwa.re
l detection
Data enrichment  Stream processing HDFS
Go Long term storage
N Tr—
Kafka analysis

Central data backbone Flume

Enrichment

Elasticsearch

L.

correlation and
- \ Real time indexing .
\ Jl 2ggregation
Network database  Active Directory f ‘
~1  DNS/DHCP Geo IP Dashboards / visualisation

Sources of information m

Remote
forensics :
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¢, Qué es Threat Intelligence (T1)?

» Definir las amenazas dirigidas a una organizacion
« Comprender los comportamientos de los atacantes

Objetivos

- Tomar decisiones mas rapidas e informadas
- Detectar y responder a las amenazas




Threat Intelligence (TI)

Analisis
malware.exe es un archivo
con el hash abcd1234 y

exfiltra datos a 86.105.245.69
desde el 1-Oct-23

Deteccion

Dominio: malicious.com
IP: 86.105.245.69
Nombre: malware.exe
Hash: abcd1234

165.21.13.12
malicious.com

malware.exe

Inteligencia

El grupo XYZ tiene como objetivo
R&E y despliega ransomware

Respuesta

Buscar y eliminar el malware, bloquear
las IPs, blacklist dominio

EDR
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MISP

» Agrupar inteligencia
» |[OCs gratuitos o comerciales
 |IPs, dominios, hashes, ...
» Distribuir con otras instancias de MISP
» Especificas del sector
 Gobierno
» Entidades privadas

Malware Information Sharing Platform -> https://www.misp-project.org/

Home Event Actions

View Correlation Graph

View Event History

Edit Event

Delete Event

Add Attribute
Add Object

Add Attachment
Add Event Report
Populate from...
Enrich Event

Merge attributes from...

Publish Event
Publish (no email)
Contact Reporter

Download as...

List Events

Add Event

Dashboard Galaxies

Event ID

uuiD

Source Organisation
Member Organisation
Creator user

Protected Event
(experimental) @

Tags

Date
Threat Level
Analysis

Distribution

Published

#Attributes

First recorded change
Last change

Modification map

Sightings

Correlation

Galaxies

Emotet campaign used to deploy Ransomware

Input Filters Global Actions Sync Actions Administration Logs

33098
c2ff2286-9a84-46d2-adal1-15bcbe554b96 (IR
CERN

CERN

pau.cutrina@cern.ch

& Event is in unprotected mode.
& Switch to protected mode

Ransomware emotet tip:amber
- + - +

2023-11-07
A High

Initial

Your organisation only I 0 <
3 (0 Objects)
2023-11-07 15:56:27

2023-11-07 15:58:28

.

0 (0) - restricted to own organisation only. /

Enabled (disable)

view all

Scopetoggle v W Deleted I|~2Decayscore @ Context “;"Related Tags Y Filtering tool

[ Date *

[] 2023-11-07 Payload delivery filename malware.exe

[7] 2023-11-07 Network activity ip-dst

[[] 2023-11-07 Network activity domain malicious.com

Category Type Value Tags Galaxies

Comment

malware.exe is the emotet payload

use dto connect to the C2.
Detected by the EDR.

IP used to exfiltrate data. It resolves

the domain malicious.com.
Detected on the IDS, DNS and
firewall.

Domain used to exfiltrate data.

Detected on the DNS logs.

86.105.245.69

Pau Cutrina

Related Events Order by date

Emotet Spam Run (2018-03-21 gescanntes Dokum)
" 2018-03-21

Analysis of a Blackenergy variant

9 2014-07-03 1

—Pivots =—Galaxy +Eventgraph < Eventtimeline < Correlation graph < ATT&CK matrix < Eventreports = Attributes = Discussion
X 33098: Emotet cam...

Correlate Related Events Feed hits IDS
v 892 5435Q O
v Q O
v Q v/
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PDNSSOC (9

1. Envio de la query contextualizada
2. Correlacion de IP y dominio
3. Notificacion

ﬁ ~
Collector

DNS logs
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DNS query
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Collector

IOCs

Recopilar registros de DNS y convertir la inteligencia en alertas
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Vision general | /

() Issues Il Pull requests ) Discussions (*) Actions 11 Projects

» Proyecto de codigo abierto Installation
» Minimos recursos necesarios
» +60 hospitales: <2 vCPU, 2Gb RAM, 10Gb e
» Configuracion rapida y sencilla + The correlation soluton (PONSSOC)
* < 5min R
» Minimas intervenciones en el servidor DNS e —————

tar xvf "go-dnscollector_${GO_DNSCOLLECTOR_VERSION}_ linux_amd64.tar.yz &
mv go-dnscollector /usr/bin/

Client

2. Modify the collector config file based on the
3. Start the collector

go-dnscollector -c client.yml

https://github.com/CERN-CERT/pDNSSOC/
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Objetivos

* Integrar la inteligencia como valor central de la seguridad
- Difusion inmediata de la informacion
» Responder como una comunidad global el
. Respetar la confidencialidad (TLP) FEHES
» Respetar la privacidad de los usuarios

Abriendo las puertas a la deteccion y correlacion de incidentes
a todas las organizaciones usando inteligencia de calidad

TICALv'




Modelos de
Implementacion

TICAL'
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Pasos a seqguir

1. Definir modelo y recursos disponibles.
2. Despliegue de la infraestructura y configuracion de las herramientas
3. Definicion de politicas, procedimientos y estrategia

) cLARA \

R=NNTA
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* Este grafico simplemente ejemplifica una red de pDNSSOC federada. Se ha hecho sin conocimiento de la infraestructura y no representa la realidad actual.



SAFER

 Alcance global

» Sin importar el pais de origen o la financiacion
 Independiente

 Impulsado y mantenido por los miembros

» Conectar grupos de seguridad existentes

@ safer-trust.org

Why? Mission Corevalues Memberrules Governance Steering group CSIRT
FAQ About

Security Assistance For Education & Research
Trust Group

The Global R&E Threat and Incident Response Coordination Group

SAFER is an operational security trust group focused on fighting computer misuse and defending the academic,

research, and education mission as a global community.

It intends not to replace but rather complement and augment the capabilities of the national trust groups already
protecting R&E organisations by providing a persistent structure ready for a call to action when the next major

international incident occurs.

It aims to overcome existing obstacles in order to provide a systematic, comprehensive, enduring, and truly global
incident response and threat intelligence sharing capabilities for the R&E sector as a whole.

CERN

https://safer-trust.org
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Motivacion

1. Proteger infraestructura critica y sus usuarios
2. Implementar estrategias de respuesta globales
3. Frenar la ciberdelincuencia

@ stop-csam.org

Why it matters? Report CSAM  Fighting CSAM on your network Useful links About

Fighting Child Sexual Abuse Material
distribution online

Child Sexual Abuse Material (CSAM), formally known as Child Pornography, refers to any visual depiction of an implicit or

‘ explicit sexual activity involving a child.

These are illegal in most countries.
In some jurisdictions, texts and pseudo images about the abuse of a child are also considered illegal.

Online distribution of CSAM has become a major global issue.

L 1 in 500 employees use their work computer to consume child sexual abuse material
50% of those who consume CSAM abuse children physically

80% of the offenders abuse children that they have a close relationship with.

NetClean

This community aims at supporting organisations to fight CSAM on their networks and services.

Why does it matters?

Fundamentally, any effort against CSAM protects children from ongoing child sexual abuse and

https://stop-csam.org
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Futuro

* Que el intercambio de inteligencia sea una prioridad principal
» Trabajar juntos compartiendo recursos sea una practica comun
* Que la colaboracion en respuesta a incidentes sea parte de los procedimientos

Conectados por redes, unidos por seguridad

TICALV'
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Collector

Privacidad —
—— PN I0Cs coeJ
DNS, MISP
“\\/./ Threat Sharing
\ y, \ \ J
DNS query
~ )

\—— /

(Non Anonymized: {"response-ip":"137.43.124.55","gname":"malicious.com”, "query-ip":"188.184.10.32"...} A
Hashed: {"response-ip":"137.43.124.55","gname":"malicious.com”, “query-hash”."52293267a91b9fb=" ...}
Pointer: {"response-ip":"137.43.124.55" "gname":"malicious.com”, “sensor-id“:?’CERN_DNS_01"...}

KAnonymized: {“response-ip”:"137.43.124.55” "gname":"malicious.com", ...} )

\ /4
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DNSTAP

26-0ct-2 12 )]
Q0x7fbb3e: 185.80.%.*#3685] ; : Server Query Logs
query: example.com IN TYPE65 + (DNS_SERVER_IP)

"family": "IPv4","protocol": "UDP",
"query-ip": "188.184.%.%",K "query-port": "56537",
"response-ip": "50.116.16.111",
sins =
"rcode": "NOERROR", "gname": "malicious.top",
"qtype": "A",
"flags":
"qr": true, # Response to query

"aa": true, # Authoritative Answer
. DNSTAP Logs

"resource-records"”:
": [{ "name": "malicious.top", "rdatatype": "A",
Jrll=e G0, Honkust s SR bl alE alals 1)

fopenabionseR G ENTERESBUNS Est it n e nEihvests n sitapacisiients
"timestamp-rfc3339ns”: "2023-09-10T20:16:18.9132388272",




DNS data

* Procesar solo el trafico por encima del recursivo (no encontrados en caché)
resulta en una cantidad significativamente menor de datos.

* En CERN, los no encontrados en caché representan el 5% del trafico DNS total.

Non Recursive: 740M
DNS traffic: 800M

Cache misses: 60M I
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Falsos Positivos

» Ajustar el filtro de I0Cs en MISP
» Warning Lists
» to_ids
» Definir intervalos de tiempo para las taxonomias




Modelos de Implementacion
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